
You run your 
business, we’ll 
keep it safe.

Secure.

secured
BY ELAVON



Keep Your 
Customers’ 
Payments Safe
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Your customers trust you to manage their payment and card information 
in a secure manner. With Secured by Elavon, you can have the confidence 
and peace of mind that your business is taking card payments safely,  
on and off line.

Secured by Elavon offers some of the best payment security and fraud 
prevention products in the market, all designed with the sole intention  
of keeping your customers and your business safe.

Introducing PCI Compliance
All businesses that take card payments have a responsibility to keep their 
customer information and payments safe. This is why card schemes,  
such as VISA and MasterCard, require businesses to be Payment Card 
Industry Data Security Standard compliant, otherwise known as PCI DSS  
for short.

Put simply, PCI DSS is a set of standards that make sure your processing 
environment is secure, and at the same time, protect your business from  
the risk of reputational damage associated with a fraud incident.  
Achieving certification and maintaining compliance is easy with Secured by 
Elavon - there are two PCI Compliance products for you to choose from, 
Secured PCI and Secured Pro.

Key benefits:

Reliable payment security

Build customer loyalty

Help protect business reputation

Peace of mind

Key benefits:

Protect customers’  
personal data

Keep business data secure

Achieve certification

Avoid non-compliance fees
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Elavon can help you achieve 
PCI DSS Compliance, 
to make sure your 
customers and your 
business are protected 
from potential fraud.
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1. PCI – compliance managed by you

There are 5 steps to achieving PCI Compliance, which we will guide you 
through. Once complete, you’ll activate certification for the year ahead, 
and enjoy the peace of mind that you’re protected from the potential threat 
of unwanted and costly card fraud.

Key benefits:

Saves you time and worry

Card fraud protection

Extensive security scan checks 

5 steps 
to PCI 

certification

In your first week with 
Elavon, you will receive a  

Pre-Registration email. Click on 
the link in the email to register. 

If you have not received  
the Pre-Registration 
email, please visit:

elavon.co.uk/security
to gain access to 

our PCI portal.

You will need to input:

• Manufacturer name and model 
number of your payment terminal 

• Merchant ID Number (MID) 
which will be provided  

by Elavon

You need to renew your 
compliance certificate annually, 

so look out for an alert  
60 days before expiry.

1
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Once you register, follow the  
on-screen instructions in 

the portal to go through the 
compliance validation process. 

You have 90 days 
to validate your

compliance

secured
BY ELAVON

34

5

 “I’d recommend anyone 
to talk to Elavon as 
they’ve really helped 
our business grow.” 

Lucy Chapman 
Director, Stolen From Susie



Elavon Financial Services DAC. Registered in Ireland with Companies Registration Office. The liability of the member is limited.  
United Kingdom branch registered in England and Wales under the number BR009373. Elavon Financial Services DAC, trading as 
Elavon Merchant Services, is authorised by Central Bank of Ireland and subject to limited regulation by the Financial Conduct Authority. 
Details about the extent of our regulation by the Financial Conduct Authority are available from us on request.

Let’s work together

0800 028 1662 elavonsales@inter-act.co.uk elavon.co.uk/security 
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2. Secured Pro – compliance managed by Elavon

Secured Pro in detail 

A non-compliant payments processing environment is susceptible to  
a security breach, such as a hacker stealing your customers’ payment card 
information. Secured Pro includes a range of scan checks that ensure your 
payments processing environment keeps the bad guys out and protects  
your business against the potential risk of fraud:
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This scan assesses the security 
position of your internet facing 
systems for any vulnerabilities, 
providing you with a report that 
shows you where possible entry 
points are so that you can close 
them up

Protect your computers and 
mobiles with this scan – it 
detects any stored customer 
card information and analyses 
the system for any current cyber-
threats, viruses and malware for 
peace of mind that your devices 
are vulnerability free. It’s possible 
to scan one or thousands of 
devices in seconds

Protect your computers and 
mobiles by running this scan. 
It helps you find and remove 
any unencrypted credit card 
numbers on your network.  
By identifying where you store 
payment card data you can 
securely remove it, dramatically 
reducing the scope of your PCI 
DSS assessment

Fight the hackers and ensure 
your devices are not infected 
with viruses and other malware, 
which can disrupt and potentially
damage your business

A quarterly scan 
of all IP ranges 
and domains 
to identify any 
areas of weakness

It’s important to regularly check 
and verify your point-of-sale 
(POS) application against the PCI 
Security Council list of approved 
POS Applications to ensure your 
compliance

Network 
Perimeter Scan

Device  
Security Scan

Cardholder  
Data Scan

Antivirus 
Protection

PCI DSS External 
Vulnerability Scan

POS Application 
Discovery Scan

compulsory

Your business keeps you busy enough so you might prefer to save time and 
let Elavon manage your PCI Compliance for you – if you do, then Secured 
Pro is the right option for you. Secured Pro, managed by Elavon, offers you 
enhanced protection against fraud and payment security breaches, making 
sure your business looks after its customers and its reputation.

Whether you’re signing up for the first time or renewing, Secured Pro means  
we manage your compliance process for you, contacting you when an action 
is due and working together to complete it successfully. No more worrying 
about your certification expiring or your fraud processes not being up to 
scratch.What’s more, with Secured Pro you also benefit from our PCI Waiver 
Programme; depending on your level of PCI compliance, liability for fines may 
be waived. For more information visit elavon.com/pci.


